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This policy is approved by the Board of Trustees and will be reviewed at least every two years or sooner if required by changes in legislation or best practice.



[bookmark: _Toc193701273]Introduction
[bookmark: _Toc193701274]Ski Inclusive is committed to protecting the privacy and personal data of its members, volunteers, staff, participants, and partners. This policy explains how we comply with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018 in a proportionate and transparent way.
Purpose and Scope
[bookmark: _Toc193701275]This policy applies to all trustees, staff, volunteers, and third parties processing personal data on behalf of Ski Inclusive. It covers how personal data is collected, used, stored, shared, and protected.
Roles and Responsibilities
Data Protection Lead
Ski Inclusive does not formally appoint a statutory Data Protection Officer (DPO). Instead, a Data Protection Lead is appointed to oversee data protection compliance and act as the main point of contact.
The Data Protection Lead is responsible for:
· Acting as the primary contact for data protection queries and concerns
· Overseeing compliance with this policy
· Coordinating responses to Subject Access Requests (SARs)
· Managing and coordinating responses to personal data breaches
· Maintaining and reviewing the register of data processors
· Overseeing access permissions and the leavers process
The Data Protection Lead reports to the Board of Trustees.
    Subject Access Requests (SARs)
All Subject Access Requests must be submitted to the Data Protection Lead. Requests will be logged, verified, and responded to within one calendar month, in line with UK GDPR requirements.

Principles of Data Protection
Ski Inclusive adheres to the following data protection principles:
Lawfulness, Fairness, and Transparency
·  Personal data will be processed legally, fairly, and transparently with clear privacy notices provided at collection points.
Purpose Limitation
· Data will only be collected for specified, legitimate purposes and not processed in ways incompatible with those purposes.
Data Minimisation
Only necessary data will be collected and stored for the specified purpose.
Accuracy
Data must be accurate and kept up to date, with reasonable steps taken to rectify or erase inaccurate data.
Storage Limitation
Data will not be kept longer than necessary, with specific retention periods for different data types.
Integrity and Confidentiality
Personal data will be kept secure through appropriate technical and organisational measures against unauthorised processing, accidental loss, or damage.
Accountability
Ski Inclusive is responsible for compliance and commits to demonstrating it through documentation, policies, and procedures.
[bookmark: _Toc193701276]Types of Personal Data Collected
Ski Inclusive may collect and process the following types of personal data:
· Members and Participants:
· Basic personal information (names, contact details, addresses)
· Emergency contact information
· Special category data, including health and disability information necessary for safe participation
· Skiing experience and ability levels
· Photography and video consent records
· Accessibility requirements
· Staff and Volunteers:
· Employment or volunteer application details
· Background checks (DBS) and reference information
· Training records and qualifications
· Performance information
· Contact details and availability information
· Financial Data:
· Bank details for payment processing (e.g., reimbursements, funding support)
· Donation records and Gift Aid declarations
· Grant application information
· Marketing Data (with explicit consent):
· Email addresses for newsletters
· Event participation preferences
· Communication preferences
· Website Data:
· Cookies and analytics information
· Contact form submissions
[bookmark: _Toc193701277]Lawful Basis for Processing Data
We process personal data under the following legal bases
Consent
Where individuals have provided explicit, informed consent (e.g., receiving newsletters, using photographs)
Example: When you opt-in to our email newsletter or provide photo consent
Contractual Necessity
· Where data processing is required to fulfil obligations or provide requested services
· Example: When processing membership applications or event registrations
Legal Obligation
· Compliance with legal or regulatory requirements
· Example: DBS checks, safeguarding reports, financial records for HMRC
Vital Interests
· Where processing is necessary to protect someone's life or wellbeing
· Example: Sharing medical information with emergency services in case of an accident
Legitimate Interests
· Processing necessary for the charity's operations that does not override individual rights
· Example: Limited communications with members about important safety information or operational updates
For each processing activity, we document the appropriate lawful basis and conduct regular reviews to ensure ongoing compliance.
[bookmark: _Toc193701278]Data Security and Protection Measures
Ski Inclusive implements the following measures to safeguard personal data:
Access Control
· Personal data is accessible only to authorised personnel on a need-to-know basis.
· Role-based access permissions
· Strong password requirements (minimum 12 characters, complexity requirements, regular changes)
· Multi-factor authentication for sensitive systems where possible
Encryption and Secure Storage
· Digital records are encrypted and stored securely
· Physical records are kept in locked cabinets with controlled access
· Secure cloud storage with reputable providers
· End-to-end encryption for transmission of sensitive data
Device Security
· Organisational devices have appropriate security measures.
· BYOD (Bring Your Device) policy requiring minimum security standards for volunteers/staff using personal devices
· Regular software updates and security patches
Regular Audits and Reviews
· Data handling procedures are reviewed annually
· Regular security assessments
· Penetration testing where appropriate for digital systems
Incident Response Plan
· A clear procedure for identifying, reporting, and managing data breaches
· Data breaches reported to the ICO within 72 hours where legally required
· Documentation of all incidents, regardless of severity
[bookmark: _Toc193701279]Data Sharing and Third-Party Processors
· We do not sell personal data to third parties under any circumstances.
· Data may be shared with trusted third-party service providers (e.g., DBS check agencies event coordinators) under strict data processing agreements that ensure equivalent protection.
· All third parties must provide sufficient guarantees that they implement appropriate technical and organisational measures.
· Where legally required, we may share data with safeguarding authorities or law enforcement.
· We maintain a register of all data processors and review their compliance annually.
[bookmark: _Toc193701280]Individual Rights
Under UK GDPR, individuals have the following rights, which Ski Inclusive fully respects:
· Right to Be Informed: We provide clear privacy notices at the point of data collection.
· Right to Access: Request access to personal data we hold (Subject Access Request).
· Right to Rectification: Request corrections to inaccurate or incomplete data.
· Right to Erasure: Request deletion of personal data (subject to legal requirements).
· Right to Restrict Processing: Limit how data is processed in certain circumstances.
· Right to Data Portability: Receive personal data in a machine-readable format.
· Right to Object: Object to processing based on legitimate interests, direct marketing, or research.
· Rights Related to Automated Decision-Making: We do not conduct automated decision-making or profiling.
All requests will be responded to within one calendar month. Requests can be made by contacting the Data Protection Officer via the details provided in Section 16.
For requests made on behalf of children or vulnerable adults, we will verify the authority of the person requesting before proceeding.
[bookmark: _Toc193701281]Retention and Deletion of Data
Personal data will be kept only as long as necessary for its intended purpose, following our retention schedule
· Membership data: Duration of membership plus 2 years
· Event participant data: 2 years after the event
· DBS check records: No longer than six months unless required for safeguarding
· Financial records: 7 years to comply with legal obligations
· Accident/incident records: 3 years or longer if required by insurers
· Marketing consent: Until withdrawn or 2 years of inactivity
Personal data will be securely deleted or anonymised when no longer needed using appropriate methods:
· Physical documents will be shredded
· Electronic data will be permanently deleted using secure deletion methods
· Backups will be rotated to ensure deleted data is not retained
[bookmark: _Toc193701282]Data Protection Impact Assessments
We will conduct Data Protection Impact Assessments (DPIAs) when implementing new technologies or where processing is likely to result in high risk to individuals' rights and freedoms.
DPIAs will be particularly considered for:
· New events or activities involving vulnerable participants
· Implementation of new IT systems processing personal data
· Large-scale processing of special category data
The DPIA process will involve:
· Describing the processing and its purposes
· Assessing necessity and proportionality
· Identifying and assessing risks
· Identifying measures to mitigate those risks
[bookmark: _Toc193701283]International Data Transfers
Ski Inclusive primarily operates within the UK and aims to keep data within the UK/EEA. If data must be transferred outside the UK, we will ensure appropriate safeguards are in place, such as;
· Transfers to countries with adequacy decisions
· Use of Standard Contractual Clauses
· Binding Corporate Rules where applicable
Members will be informed if their data will be transferred internationally.
[bookmark: _Toc193701284]Access Control and Leavers Process
Access to personal data is restricted to authorised individuals on a need-to-know basis. The Data Protection Lead is responsible for ensuring that access is granted, reviewed periodically, and removed promptly when individuals leave their role or no longer require access.
Children's Data
We collect data about children under 18 only with parental/guardian consent, and we take extra precautions to protect children's data:
· Age-appropriate privacy notices
· Parental consent verification procedures
· Enhanced security for children's data
· Limited retention periods
· We do not use children's data for marketing purposes without explicit parental consent.
[bookmark: _Toc193701285]Staff and Volunteer Training
All trustees, staff, and volunteers handling personal data will receive mandator
data protection training:
· Initial training upon induction
· Annual refresher training
· Additional training when significant changes occur to data protection laws
Training will cover:
· Basic principles of data protection
· Recognising and handling data subject requests
· Identifying and reporting data breaches
· Specific procedures relevant to their role
· Records of training completion will be maintained.
[bookmark: _Toc193701286]Personal Data Breaches
Any actual or suspected personal data breach must be reported immediately to the Data Protection Lead. The Data Protection Lead will assess the risk, coordinate containment actions, and determine whether notification to the Information Commissioner’s Office (ICO) and affected individuals is required.
Third-Party Processors
Ski Inclusive uses third-party processors where necessary to support its activities. All processors are recorded in a processor register, which is maintained and reviewed by the Data Protection Lead. Appropriate data processing agreements are in place with all processors.
Complaints and Reporting
If an individual believes their data has been misused or mishandled, they can contact Ski Inclusive's Data Protection Officer. We aim to resolve all complaints within 14 days.
Individuals unsatisfied with our response can contact the Information Commissioner's Office (ICO):
· Website: www.ico.org.uk
· Helpline: 0303 123 1113
Any data breaches will be
· Documented internally
· Reported to the ICO within 72 hours if they pose a risk to individuals' rights and freedoms
· Communicated to affected individuals without undue delay if they pose a high risk
[bookmark: _Toc193701287]Policy Review and Updates
This policy will be reviewed annually or when there are significant changes in data protection laws. The review will be conducted by [designated person/committee].
Any updates will be:
· Approved by the Board of Trustees
· Communicated to staff and volunteers
· Made available to members and participants
· Published on our Website (if applicable)
[bookmark: _Toc193701288]Contact Information
· Data Protection Officer: Guy Harvey
· Position: Trustee
· Email: Info@ski-inclusive.com
For Subject Access Requests or to exercise your data rights, please use our dedicated form available from the Data Protection Officer.
Policy Review
This policy will be reviewed at least every two years or sooner if required by changes in legislation, operational practice, or identified risks.
